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Forensic Readiness

̶ Systematic, proactive preparation for forensic investigation
̶ Maximizing the usefulness of incident evidence data

̶ Minimizing the cost of forensics during an incident response

̶ Approached as a set of general guidelines
̶ Collection of evidence

̶ Handling of evidence

̶ Presentation of evidence

̶ Staff training

̶ Escalation policies
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Why Forensic Readiness?

̶ Digital forensic investigation is:
̶ Laborious

̶ Costly

̶ Time-consuming

̶ Delicate

̶ Success is never assured
̶ Data might be unavailable, corrupted, or tampered

̶ Error in evidence handling jeopardies the process

̶ Data might me misleading
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Forensic-Ready Software Systems

̶ Software system are prepared during development 
̶ A.k.a. forensic-by-design

̶ Capable of:
̶ Conducting digital forensic processes in a forensically sound way

̶ Producing forensically sound evidence

̶ High-level non-functional requirement
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Risk-Based
Scenario:
Public Procurement



Token can be intercepted

Who send the offer?

Who send the bid?

Were the offers tampered?

Were the bids tampered?

Who send the cancelation?
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Conclusion

̶ Forensic-ready software systems are prepared for investigations
̶ Their aspects are cross-cutting across multiple fields

̶ Various parts are already tackled, but it might not be sufficient
̶ Is it securely stored?

̶ What does it say?

̶ Are we covered?


