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Big Data — nastroj k fizeni IT?! .

22. mezinarodni konference IT pro praxi 2019

Petr V&2znik | Sales Director @ Service & Supportspol. sT. 0.

10. 10. 2019 | Technicka univerzita Ostrava, Ostrava-Poruba ‘ ‘. \
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Kdo jsme...

a co délame

» Komplexni integracni projekty
 Utility, Doprava, Zdravotnictvi

» Hlavni oblasti
* Bezpecnostni feseni (ZoKB, ISO 27000)
* ITOps optimalizace (ITIL®, ISO 20000)

» 15 let na trhu
» Oceneni za systémovou integraci

i1 SMF Czech Republic ‘?- é' MIB

The IT Service Management Forum
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S&S a Splunk

» Service & Support Elite Partner pro CZ/SK
* Silny technicky tym
* Integracni projekty (SIEM, ITSI, SecOps)
* Business Analytics (SLA)
» Splunk conf 2017, Washington DC (25.-28.9.)
* 7 000+ ucastniku, 70+ partnert (2 EE)
* Easy Ride: How to Collect Tolls While Keeping Drivers Happy
* https://conf.splunk.com/sessions/2017-sessions.html#search=Service%20%26%20Support&
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Co chteji akcionari

,Svata Ctverice” IT?

Zvy$ovani Efektivné vyuzivat Stavat se Ridit rizika
uzivatelské zdroje a snizovat proaktivnim
spokojenosti naklady
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» ITOps

Provozni tymy

Ticketing
systém

lije'ﬁa
% )4
I %
) N

3381, -
?L‘S IN} 2?233.;20;“
big T 15 LAy

ta, ' 5 798 L 1s.

Mgl o8 T Loy, [0

Ay = 5 . /] ;_15
ro;dbutti_s qsl"?i, .JJETJB}'::JB:IS‘-]S;(‘F‘I' .

: I )
Op thD ‘?“D.SF‘"DUU CLg ll'l 15:10.51_23] B éi’n'y"frum?‘_
f/§?”g g*purch #pj;tﬁfueﬂél_4322j"b:155] " E;DrGGUCt_SC
o Ut Com, Chase, B.cq,  “LIogyn 468 155 11 /0ldlinkz

ALeRory ideGlFTSElSESSIONID=SD1SLATE 1N
reen?product_id=FL-DSH-01&ISESSIONID=5D

item jd=FST-36& |SESSIONID=5D55L9FF1ADFF3

pEF1@ HTTF 1. TTP 1- Y
. - peADFFD W B “htt
55LTF 1 288 1313_5‘}K SE

3

ak ridime ITOps

Service Uptime

comfcart.do?action=viewii
com/category . scre
Faction=purchasesd o
200 2423 “http:/sp

_shopping- i
prepi/ /BUEEECUR  ercup-shoRR I N,
Lg "netpilfP Iz : feart. .
a4 720 3 mhrtes /IR g . com 1.1
L Vo484 335“2”“““.9- hopP - aADFF7 H;“tp“lld._gn,\_\a&pron\-cc E
ant ity SR SESSTONID-SD1GS nrF2
e eenPcAateROrY

P=cnangeay
N aidlink?l
fol ary - S

HTTP 1.
T seate

GIFTE.

1d=FLOWERSE&EISESSTONT e

1
Saue

<
ZnoppT,S
Ess .
TTe :975.;

© 2017 - 2018 SERVICE & SUPPORT SPOL. S R. O.

“.1 Service
&Support



© 2017 - 2018 SERVICE & SUPPORT SPOL. S R. O.

Jak ridime ITOps
Vyvoj konceptu
» NOC (Network Operation Center)

* chybel koncept
* Snowball Effect

» ITSM
* Service Catalog

* Service Owner
* SLA
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Prehodnotit rizeni ITOps

0101101

0010101

Tradiéni IT Data Driven IT
» Pouze strukturovana data » Strukturovana i nestrukturovana data
» RUznorodé nastroje a integrace » Robustni datova integrace
» ,Posedlost” eventy/alerty » Pfehled v realné Case
» Orientace na Systems Management » Service Context

» vyuziti ML Analytics
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IT Service Intelligence

Koncept
e Definice entit, Monitoring a Detekce a
¢iskani aal sluzeb, a KPI analyza obnova
“ Service

a&Support
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IT Service Intelligence

Struktura sluzeb

» Datove zdroje => Business Service

Business Service

Web Web Web

R P e e e
Data Sources APl Source Logs Wire Data Integrations Mobile
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IT Service Intelligence

IT Service Intelligence
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Prehled o stavu sluzeb
(KPI) v realném Case
na jednom mistée
Zjisténi korenove
priciny zhorSeneho
stavu sluzby nebo
vypadku
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IT Service Intelligence
Zadna schémata - data z jakehokoliv zdroje
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Jak ridime Security
Vyvoj konceptu
» Certifikace 1SO 27000
» Legislativa
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Threat
Intelligence

il
N

Hypervisor

Storage

i

Email

Badges

L

Mobile

Jak ridime Security
Big Data koncept

A
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i | i A
& =. hi 538 7
Web Desktops Servers \DHCP/ DNS CMDB
Traditional SIEM -
Ny gui¥
. 0 S—— I > Custom Network
Firewa Authentication Vulnerability Apps Flows
Scans
Q o v gy
I arusien Data Loss MAInt" Physical Transaction
Detection Prevention alware AcCCess Records

Vsechna data jsou relevantni a potrebna k detekci a vysetfovani pokrocCilych

hrozeb, podvodu, ztraty dat a zjiSténi souladu s pravnimi predpisy.
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Jak ridime Security
Security and Compliance
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Jak ridime Security

» SIEM (Security Information and Event Management)

° vyvoj na trhu (Gartner)

ABILITY TO EXECUTE

Micro Focus 2]
AlienVault
e Fortinet
Netsurion-EventTracker @y @
@ LogPoint
SolarWinds
Venustech
@ o
BlackStratus ManageEngi
® ®

g

LogRhythm

l_
=]
=

@
Dell Technologies (RSA]

McAfee
® G

@ Rapid7

COMPLETENESS OF VISION

As of October 2018

© Gartner, Inc
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Synergie SecOps
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Synergie SecOpsS

spravna data = spravné odpovedi = spravna rozhodnuti

Jak predikovat Nizky vykon mé Jak zrychlit Vytvori Jak monitorovat a
degradaci aplikace je chyba bezpelnostni marketlvngove} analyzovat data z
poskytované kédu nebo forenzi a snizit kampan nove desitek tisic

sluzby dfiv nez se infrastruktury? dopad hrozeb? objednavky pres senzor(l v redlném
portal nebo case?

mobilni aplikaci?

objevi?
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Synergie SecOps
Big Data zdroje...

=] o @ » IT Infrastruktura
= (S » Cybersecurity tech

@ T

° nonlIT
» Aplikace
» Uzivatelé
» loT

» ICS

.. jakykoliv digitalni
zaznam

Objem | Rychlost | Rozmanitost | Promeénlivost
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Synergie SecOps
Koncept
» IT prfimo podporuje business (musi)
* ...8edé IT...", Gartner

» SecOps (IT Security & IT Operations)
* Mind the Gap ...? No Gap!

O Zaméreni na Business Service |T Operations IT Security

p Performance

O Zaméreni na Service Level
r Performance (uzivatelé/zakaznici)

O Zaméfenina Application&

l Systems Performance
| |

Jedny data pro vsechny !
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Splunk SecOps

IT Security & IT Operation Center

Monitor Report
and Alert and Dashboards
Analyze

Online s:
Services
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Referencni projekty
Splunk Enterprise, IT Service Intelligence, Enterprise Security

» Vybrani zakaznici

WY | CESKA SPRAVA
&ssz SOCIALNIHO ZABEZPECENI

DistribdciaS?? EQUQ bank

‘NBU NUKIB @

SKYTOLL

PAYWELL &8 OPENMATICS
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Petr Véznik, veznik@sands.cz
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