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1
IDS Advisory

Introduction




IDS Advisory - Who we are?

@ The company implementing IDS Scheer
BPM and Risk Management with < The company where ARIS
. ARIS & ZOTY software support was born in the 1990s
IDS Advisory

SN |

While IDSA team keeps long-term continuity in
providing of ARIS support we belongs to the top 0Qo
centers of ARIS Excellence in the whole EMEA region n D n

| S—

Recently we're launching a brand new software
ZOTY - best of breed GRC solution connecting
risks and processes in ARIS
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2
ZOTY Risk

Introduction




ZOTY - Risk management environment

Zoty Kalendar © Schvaleni

{m Prehled

Ukoly
S ( 70TY is Risk . Support of many standards
- is Risk & Compliance (IS0 27001, I1SO 31000, ETL,
i Management software Stride, Linddun...)
) J
Pozadavky
Cile 4 . é
Aktiva Offer of .dedlc.ated modu.les for Configurable method by users
Hrozby a zranitelnosti key. top1c§: Risk, Compliance, (no customization needed)
’ Audit, Incident management ...
Rizika J J
rednacen r ("~ Fully logged user activities,
i Open API for 3 parties system No backward actions allowed
Cpaticd integration (Traceable,Transparent &
Audit ) Auditable) Y,
o e (— ZOTY Environment will 4
Kot encompasses Risk & Czech software with
o Compliance, BPM and other Czech/Slovak full support
topics in one source of truth J J
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ZOTY Risk management environment

ZOTY is not empty piece of software!

EREWD Do 6 : ZOTY Contains valuable
ZOTY offers both basic and i know-how: Threats,

sophisticated Evaluation Vulnerabilities, Risk

Methods Catalogs, Law
requirements...

* vstupnidata; * Minimum: * Maximum
Hodnota 1 4

Popis = X
& Nastaveni "
B« O e :
p Zdenék Kocourek
Pasmové rozmezi: =

Definovat viastni nézvy ®

xa
g
Nizke Stredni Vysoké I

1 ¢ publikované, aby bylo viditelné v ohodnocen.

Doprovocnj popis

* Popis: ‘P
) Vytvoreno evaluationA 300 Kyber 3k
Narugeni dostupnosti aktiva |
! adni 2 parametry) Publikovano evaluationR 2/0/0
l
T T O Publikovano evaluationR 2/00
Hodnoceni aktiv dle 1ISO 27001 Publikovéno evaluationA 00
Hodnoceni aktiv dle ISO 31000 Publikovéno evaluationA 3/0/0
o e e e e e e = e e e e
1 Hodnoceni Asset Impact Areas Publikovano evaluationA 150 0
l . h d S h Hodnoceni rizik dle ZoKB Publikovéno evaluationR 00
Evaluation Methods (Schemes) koo covaiar 0013
.
could be fast adapted derived Final Risk Assessment Pulkovino  evaluation? 501 i
)
th ° t d d Hodnogeni ISO Vulnerabilities Publikovano evaluationV 2/00 Tatra banka
or e ne one lln ro uce Hodnoceni Threats Publikovéno evaluationT 2:00
Hodnoceni rizik dle SO 27001 (zakladni 3 parametry) Publikovéno evaluationR 3/0/0 7001
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ZOTY Risk management tool

Technical Capabilities & Architecture

( "
o I Cl e :
Web-based solution Py - —— q mEE
Prehled OIDs Advisory
J
( 60 119 14 0
Build-in Social collaboration
J
( Nej véiél my S zaznami
Open API for 31 parties System
Integration
J
Scalable to fit both your
current and future
requirements )
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Implementation scenarios

ZOTY on-premise

J

SN 72D

ZOTY cloud

J

Accessible by common Web-browsers
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ZOTY Risk is ready to use

The first releases have been launched
Proven by first customers
Robust solution ready for wide range of customers & industries

Support and updates are available

Mendelova

‘ /// ] univerzita
B v Brné

TATRA BANKA
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3
ZOTY Concept

About the
approach




Risk management

Risk identification - Supported starting points

P
Requirements

(legal, agreements, norms)

p
Objectives
(Enterprise / project)
p
Assets

p

Threaths & Vulnerabilities
-

Empirical based approach
(from practice)

[ https:/izoty.cloud/risk/assets x +

& c & https://zoty.cloud/risk/assets
o 4 . e
B Kalendar (& Schvaleni Q
Aktiva
Registr Aktiv
» Informace Obsahuje
» Lokality
» viajetek
» Organizace
Informace
» Procesy
Lokality
Produkty u
» Projekty Majetek
> Z_Common Asset Groups Organizace
Procesy

Produkty a sluzby
Projekty

Z_Common Asset Groups
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What is ZOTY Method?

* Method is a logical container for ZOTY artifacts (Asset types, Threat
types, Risk types...) that requires the same logic / applied approach
» The corresponding attributes
« Way of measuring (relevant risk metrics)
» Connection types among artifacts

» & evaluation logic (e.g. A> V => T - Risk; A - Risk scenario...)
* It let you see the relevant artifacts and bind it together

* Enable you to filter data and to reduce the complexity of tool ©
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Example of sophisticated Method (One of many)

[ Owners

- value

wish to minimise

impose
P >[ Countermeasures

reduce

-

may be aware of

that may

be reduced by

that may
possess

Attack Vectors J

based on (set of)

use T

[ Threat agents } give rise to >[ Threats

Vulnerabilities

that exploit

-

-

leading to
v h
e )
to
that increase T h 4
to Assets ]
+

wish to abuse and/or may damage
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Risk management

The same data vs a lot of points of views

4
B Kalendai & Schvaleni Q

Aktiva

Registr Aktiv /
P Informace Obsahuje Create your own catalogues
Lokality . :
T 't”' and assign related artifacts.
» Majetek a
> ganizace I R .
X Informace The objects will be re-used
T Lokality from the Register in place of
» [ Projekty Majetek creating new definitions =
e 1 7 Anmemnn Acoat e Organizace redundancies!
nformacni bezpetnost dle 1ISO 27001 Procesy /
Katalog Aktiv (Pfiklad)

Produkty a sluzby

rojekty

Kyberneticka bezpecnost dle ZokB

o)

Obce s rozsifenou plsobnost Z_Common Asset Groups

TB katalog
Reqgistr Aktiv

Reqgistr Aktiv
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4
Managing risks
with ZOTY

in details

What “s inside?




Entry points Artifacts Management

Kalendar
Aktiva
> Informace
> Lokality
> Majetek
- Organizace

Externi subjekty
» Organizacni struktura
v Procesy
Hlavni procesy
» Podpdrné procesy
Ridici procesy
Produkty a sluzby

L4 Projekty

Methods and its Atributes are
B related to the artifact types

4
& Schvaleni

Zdenék Kocourek

B
Registr Aktiv E
Obsahuje
. 4 The Register of assets
contains the structured list of
Informace .
artifact types (e.g. Processes,
Lokality Information, Locations,
Majetek Properties, Persons,
Organizace Departments etc.) )
| _/
Procesy FOLDERTZT
Produkty a sluzby FOLDER124
Projekty FOLDER122
Z_Common Asset Groups FOLDER140

The content could be imported
or synchronized from external
data source
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17



Risk evaluation related to the Method being used

. i 4
Kalendai (& Schvaleni Q

Hodnoceni Hodnocenirizika v ramci provozu a udrzby bud...

T ' Hodnoceni

Hodnoceni

Zdenek Kocourek

Hodnocenirizik dle 1ISO 27001 (zakladni 3 parametry)

Target state represents the
Objectives in numbers
(Planned values)

F'|a’|3'\"31'.". C.”?w = I( Cil : 3 — Stredni 2 - 31. bfezen 2
hodnoceni rizika L )
Hodnoceni rizika - Q2 " Skutetnost T\ @ 17— Vysoks 1. duben 2018 30. duben
1
1 -
1 Skutecnost : ® 12— Vysoké 1. kvéten 2018 31. kvéter
Current state represents the | -
: Skutetnost 1| @ 8— Vysoke 1. cerven 2018 30. Cerver
1
1
real Co”eCted ValueS 1 Skutecnost : ® % — Vysoke 1. cervenec 2018 31. Cerver
. 1
FOUOCET TR - S : Skuteénost ,' ® 7 —Vysoké 1. srpen 2018 31. srpen
A 2z
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Risk evaluation related to the Method being used

« The progress of Risk shall be monitored and targeted

Hodnoceni Hodnoceni rizika v ramci provozu a udrZby bud...

Planovany cilovy stav

3 — Stredni 2 - 31.bfezen -

hodnoceni rizika

B R

Ostatn Target state is visualized by

Graf green color in Graph

12 7 I Yy
Hodnoceni —

.

f . PRI » .
® 3 (Planovany cilovy stav hodnoceni rizika)

Current state is represented by
red in Graph

T T
. duben 2018 30. Cerven 2018 31. srpen 2018 30. zafl 2018 31. brezen 2019
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Risk control is about relevant Risk mitigation

Mitigation plan is set of the
Processes, Tasks & Projects

arranged as a real Plan (Work

Projects & Process are stored in
Breakdown Structure) )

Asset and could be synchronized

Kalendsf @7 Schvaleni Q

/ imported

Hodnoceni rizika v ra

Hodnoceni

Ed Opatfeni
Opatreni
Hodnocenirizik dle 1SO 27001 (zékladni 3 parametry)
Predat k posouzeni Risk RiskOwner Oliver Schvaleno Ukol  — 1
) CEKA NA SCHVALEN
Skupiny
All |nitiatives are Stored in Provoz a Udriba budov RiskOwnar Oliver .
. Managers wants to see the Risk
ZOTY repository (one e .
e value & Mitigation Costs in one
definition) and re-used here
placed (needs to compare)!
Komentare
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Task management

Kalenddf @ Schvdleni
Ukoly

Celkem: 9

Definovat metodiku fizeni

A TASK1

rl B > 2018

Icet.“l:'flko‘-sa’. Informaéni TaEKE

aktiva

Poslat k review OPRIC TASK4

Predat k posouzeni Risk TaSKS

boardem

Revidovat metodicky pokyn

pro |‘a!<|ac‘5m s citlivymi TASKT

osobnimi Udaji s ehledem na

dentifikovana rizika

Review to OPRIC TASKE
- TASK2

Testovaci prostiediv TB

Ukol TASK14

Ukol Zoty+ TASK13

Q

Tasks are related to the
mitigation plan (WBS activities)

-

Tasks are created due to further risk

management needs (e.g. Audits,

Incident management issues, or ZOTY
workflow tasks)
j Wsechny ukoly v

RiskManager Martina Piifazeno @ 31. srpen 2018 11. fijlen 2018 28. srpen 2018
ProcessOwner Patrik Dokonéena 30 z4i 2018 15. zafi 2018 6. zafi 2018
Auditor Adam Dokonéeno 1. fijan 2018 15. zafi 2018 3.zaf 2018
RizkManager Martina Pfifazeno @ 16. zari 2018 16. zafi 2018 12 zafi 2018
RizkManager Martina Probing 30. listopad 2018 10. zafi 2018 6. zafi 2018
Auditor Adam Dokonéeno 10. zafi 2018 15.zafi 2018 6. zafi 2018
ProcessOwner Patrik Piifazeno (@ 28 z&fi 2018 16. zafi 2018 28 srpen 2018
Kocourek Zdenék Prifazeno 15 listopad 2018 15 fijen 2018 15 fijen 2018
Humpolicek Petr Probiha 31 _fien 2018 15 fien 2018 15 fiien 2018

Calendar view - presents task in time
manner / schedule form. Accessible
form Calendar icon in top bar/menu.

J
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Incident management

KalendsF @ Schvaleni Q
Incidenty
Celkem: 2

Podvodny e-mail vymahajici pohledavku se zavirovanou .zip pfilohou

Incidents are whatever issues that
organization are facing. Only risks or BPM
related risks shall be managed here.

Vyipadek datového pfipojeni (WAN)

Incidents could be synchronized
on the request for the specific
incident management system.

RiskQwner Oliver 9. zafi 2018

RiskOwner Oliver 28.srpen 2018

Zdenék Kocourek

Incidents - can arise from Audits -
Audit findings subtype is used in this
case. The new Task or Risk shall be
interconnected.

J
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Audit trail in practice

Rizika Narusenistfezeného objektu

Log of Activities is available for
QO Aktivity further activity's monitoring.
ZOTY logs any activity...

Aktivity

Narugeni stfezengho objektu: Entita

(=}
@
(s}

Kalendaf G jpravena uzivatelern Humpolidek Petr.

m Humpoligek Petr.

Narugeni stfeZeného objektu: En

Kos e _ . ,
Narugeni stfezeného objektu: Entita byla upravena uzivatelem Humpoliéek Petr

Celkem: 366
"Rodié — Potomek” mezi Narugeni stiezeného objektu 2 Budova 1 v sektoru A

"Wztah" mezi Narudeni stfeZzengho objektu a Budova 2 v sektoru A

Budova 13 v sektoru B "Reodié — Potomek" mezi Budova 2 v sektoru A a Naruseni stfezeného objektu.

Proces fizeni interniho auditu Aktivum 23.zafi 20182119

T13.Unintentional damage / loss of information or IT assets.Damage caused by a third party due to

. L - . ; Riziko 19. zafi 2018 16:04
the Lack of monitoring mechanisms for asset Al
T61.Mefarious Activity/ Abuse Brute force due to the Lack of audit trail Abuse of rights for asset Al Riziko 19. Z&f 2018 16:04
T56.Nefarious Activity/ Abuse. Compromising confidential information (data breaches) due to the .
. Riziko 19. zafl 2018 16:04
Lack of monitoring mechanisms for asset A
T66.Legal.Abuse of personal data due to the Lack of monitoring mechanisms for asset Al Riziko 19. zafi 2018 16:04
T61.Mefarious Activity/ Abuse.Brute force due to the Lack of monitoring mechanisms for asset A1 Riziko 19. zafl 2018 16:04
T08.Unintentional damage / loss of information or IT assets.Accidental leaks due to the Lack of )
pentiona’ famag ' ' Riziko 19. Z4f 2018 16:04
monitoring mechanisms for asset A1
Slozka 20. zaf 2018 18:03
Trash bin for undo actions helps s wrmEee
Slnsla 10 7&K N1R 15 AR
not to loose your work.
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Role-based approach and User management

User Roles - ZOTY is based on Roles &
the multi-user access (workgroup
approach). Each user or user group
has assighed dedicated roles in ZOTY

] Kalendst & Schvaleni  Q environment

UzZivatelé
identy Celkem: 10
(@zdenek.kocourek Kocourek Zdengk administrator, risk-manager, auditor zdenek kocourek@idsa.cz +4207243258498 DSA Delivery
Q @petr.humpolicek Humpolicek Petr administrator, risk-owner, user petrhumpolicek@idsa.cz 606723105
@vilem umlauf Umlauf Vilém auditor, risk-owner vilem.umlauf@idsa.cz
@}f‘ (@riskmanager RiskManager Martina risk-manager riskmanager@idsa.cz
E @riskowner RiskOwner Cliver risk-owner riskowner@idsa.cz
n Souditorides Auditor Adam auditor auditordides o7

LDAP is supported. The user e Pemk usernikowner
accounts are overtaken from
AD/LDAP servers. Users use their
domain login credentials

SSO (Single Sign On) - automatic
meno - riskemanager seamless login coming soon with
next releases.

j Robert — j
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5
Questions & Answers

Any open questions?



Thank you!

IDS Advisory team

s
. we
_— -\ %22

www.zoty.software | www.idsa.eu | www.idsa.cz

r 4
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