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* The National Security of Ukraine In the’
economic sphere iIs “providing conditions for
sustainable economic growth by
environmentally not exhausting method and
Increasing of competitiveness of the economic”.

In our opinion, “providing of the conditions”
means the formation of new and support of
existing opportunities _ (chances) and
protection against threats (hazards) within
the necessary and sufficient to implement
iIntended goals of the Government.

The dual nature of risk combines two main
concepts: “the favorable conditions
(chance)” and “the hazard (risk of losses)".
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Risk as a Chance and as a Hazard *:?

Risk - effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected —
positive and/or negative.

Note 2 to entry: Objectives can have different aspects (such as
financial, health and safety, and environmental goals) and can
apply at different levels (such as strategic, organization-wide,
project, product and process).

Note 3 to entry: Risk is often characterized by reference to
potential events and consequences, or a combination of these.

Note 4 to entry: Risk is often expressed in terms of a
combination of the consequences of an event (including
changes in circumstances) and the associated likelihood (2.19)
of occurrence.

Note 5 to entry: Uncertainty is the state, even partial, of
deficiency of information related to, understanding or
knowledge of an event, its consequence, or likelihood.

[SOURCE: ISO Guide 73:2009, definition 1.1]




AGENDA <>

* The concept of economic security of
the banking sector

= Systems approach to the economic
security management of the banking
sector

" Information technologies In the
economic security management

syste
= Conc

MS

usions and recommendations



B A A A & A A A A A A A A A A A e 4 o A A A A A A A . & A A A A A & A A A A A

N
Sharpening of the socio-political situation an‘d’
crisis phenomena in the Ukrainian economy
are threatening the economic security of the
state, especially its banking sector.

Risks of functioning of the banking sector are
often significantly higher than in other areas.
This Is Its specificity.

Risks of the banking sector can have critical

conseguences for the economic security of
business entities of all levels.

111 billion UAH are the potential losses of
Bank customers, which were withdrawn from
the market. Of them, 52 billion are the
deposits of economic entities
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All this: $e?

 threatens the national security

» adversely Iinfluence on the way out of
the systemic crisis of Ukraine's
economy,

* requires the formation of an effective
system risk-based management of
economic security of the banking sector
on the basis of a systematic approach
with  using the Ilatest Information
technology.
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» Systems approach to the economic
security management of the banking
sector



<2
NATIONAL SECURITY
4 N
THE SPHERES OF NATIONAL SECURITY
( Foreign ) Sphere .;)fthe?I 1 Social and 1(scientific and)
political state security humanitarian | | technological
| sphere | )| Sphere of | sphere || sphere )
. N \| economicy — \ 7/ )
Military and Internal Ecological || Information
State Border political sphere sphere
. Guard J sphere v, V. J \L J
' — THREATS, RISKS, CHANCES _.-_-"" ‘
L Cross-sphere threats, risks, chances J
Threats, risks, chances for specific spheres of national security J
\l Threats, risks, chances for specific objects of national security Jj

. J




& A A A A o o o A A A .~
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Managing subsystem: .
» defines the method of calculating target values and

criteria of the economic safety of controlled subsystem;

» performs a continuous monitoring of the state of
economic security according to certain criteria, and
monitoring of external and internal chances, threats and
existing limitations in relation to the management
arrangements;

= provides continuous situational analysis and forecasting
with the aim of making proactive decisions;

= performs risk-oriented change management to ensure
the target values of criteria of economic security of the
managed subsystem;

= performs continuous audit of the economic security
management processes.
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= |In the process of functioning of economic<.?
security management system (ESMS)
must dynamically be formed (corrected,
clarified) the objective function and its
optimality criterion.

= When choosing a decision Is often present
and the uncertainty of the goals. Decision-
making occurs not only under uncertainty
but also creates it.

* |n this case the principle of uncertainty In
ESMS will be realized cyclically as in a
system which self-developing and self-
iImproving
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The use of technology of expert-analyticé?’
situational centers (EASC) Is promising to
ensure a continuous process of Information-
analytical support real-time management
decisions for economic security.

The National Security and Defense
Council of Ukraine (NSDC)

The NSDC Military Cabinet
The Main Situational Center of Ukraine

ne network of situational centers of the
defense and security sector bodies, central
and local executive authorities
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IT for Information and Analytical Support®:’
» Decision Support System (DSS),
= Expert Systems (ES),

» Geographic Information Systems (GIS),

* Neural Fuzzy Systems (NFS),

= Automated Systems of Expert
Estimation (ASEE),

» Business Intelligence and Advanced
Analytics (BI&AA),

» Big Data (BD) and other.
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<y
IT for continuous monitoring, auditing and”
Risk-Oriented Change Management

« GRC (Governance, Risk and Compliance)
Technology

* Business Continuity Management Planning
* Audit Management
* Risk Management

 Operational Risk Management (ORM)
Technology



B A A A & A A A A A A A A A A A e 4 o A A A A A A A . & A A A A A & A A A A A

Software tools for economic security <'f>
management systems

= Currently there are no ready-made
iInformation and communication systems for
the economic security management at
different levels (macro, meso, micro, nano).

* The necessary system Integration of
iIndividual specialized IT-solutions from
leading companies.

= To select the best solutions on the market we
can use the results of market research of IT-
solutions.
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The business intelligence and v
analytics market
= Analytic applications,
= Bl platforms,
* CPM suites,
= Advanced analytics

= Performance management software.

Researches
Gartner “Magic Quadrant”
(http://www.gartner.com)

“Chartis RiskTech100”
(http://www.chartis-research.com) and others.
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The Use Cases, Critical Capabllities -~
and Evaluation Criteria

BI and Analytics Platforms Advanced Analytics Platforms GRC software platforms
The Use Cases | Critical Capabilities Criteria Evaluation Criteria The Use Case | Evaluation Criteria
= Agile = Infrastructure (4) 1 Platform Completeness of Vision (8) » |T Risk » Completeness of
Centralized | = Data Management breadth / * Market Understanding Management Vision (8)
BI (3) applicability * Marketing Strategy * Operational » Ability to
Provisioning | ®* Analysis and Content | 2. Market » Sales Strategy risk Execute (7)
» Decentralize Creation (4) presence * Offering (Product) management (Gartner)
d Analytics | = Sharing of Findings | 3. Functionality Strategy * Audit
» Governed (3) * Business Model management
Data * Vertical/Industry * Vendor risk
Discovery Strategy management
* Embedded * Innovation * Business
BI * Geographic Strategy continuity
= Extranet Ability to Execute (7) management
Deployment * Product or Service * Corporate
* Product or Service Compliance
» Sales Execution/Pricing and Oversight
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Record
* Marketing Execution
* Customer Experience
*  Operations
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» Market Potential
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(Chartis Research
Ltd.)
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High-Level Comparison of Traditional and ¢* ™

Modern Bl and Analytics Platforms
Source: Gartner (February 2016)

Analytics Workflow IT-Centric Reporting and Analysis Modern Bl and Analytics Platform

Component Platform

Data Source Upfront dimensional modeling required Upfront modeling not required (flat
(IT-built star schemas) files/flat tables)

Data Ingestion and IT-produced IT-enabled

Preparation

Content Authoring Primarily IT staff, but also some power Business users
users
Analysis Structured ad hoc reporting and Free-form exploration

analysis based on a predefined model

Insight Delivery Distribution and notifications via Delivery via sharing and collaboration,
scheduled reports or a portal storytelling, and open APIs
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In the 2016 Gartner defined 14 critical <»

capabilities and 5 use cases

Security and User Administration,

Data Source Connectivity,

Cloud BI,

Bl Platform Administration,
Self-Contained ETL and Data Storage,
Self-Service Data Preparation,
Governance and Metadata Management,
Embed Advanced Analytics,

Interactive Visual Exploration,

Analytic Dashboards,

Mobile Exploration and Authoring,
Embed Analytic Content,

Publish Analytic Content Collaboration and Social BlI.
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The Gartner "Magic Quadrant” for Business ~

Intelligence and Analytics Platforms

Shift from the centralized top-down
Bl platforms of IT organizations to
agile workflows and self-service
analytics

.Tableau

. Qlik . Microsoft

Birst . SAS .. Alteryx
@sar

. MicroStrategy

Logi Analytics . IBM

Domo
GoodData
Salesforce .
. .CIearStory Data

Board International
Sisense ‘
Pyramid Analytics @) Pentaho

Information Builders . TIBCO Software

Yellowfin . (®) BeyondCore

Platfora .

Datawatch .

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of February 2016
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Advanced Analytics

Gartner defines advanced analytics as

“the analysis of all kinds of data using
sophisticated quantitative methods such as:

= statistics,

= descriptive and predictive data mining,
"  machine learning,

"  simulation and optimization

to produce insights that traditional approaches
to business intelligence (Bl) — such as query and
reporting — are unlikely to discover”.

<
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The Gartner “Magic Quadrant” for Advanced
Analytics Platforms

@ sas
@ v
@ xNIME
. RapidMiner
SA
Angoss. b . Del
. Microsoft
. Alteryx
Fico@
. Predixion Software
. Alpine Data
Lavastorm .

Megaputer .

Prognoz %
Accenture

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of February 2016
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Focus of the Magic Quadrant 2016

Use a visual workflow environment (as
opposed to a coding-based approach)
targeting core data scientists and,
Increasingly, "citizen data scientists" and
advanced business analysts.

These platforms also help experienced
data scientists become more productive by
offering reusability of workflows, more
automation, analytic guidance and
accelerators for common use cases.

<

-



Hype Cycle for GRC Technologies, 2015
John Wheeler

Magic Magic . Magic .
Quadrant for Quadrant for (V55 a“;arg:; "8\ Quadrant for Market Guide g‘;"fggt c::::'a‘:g Market Guide
Business IT Vendor IT Risk Operational for Audit Com ’;?a e for Enterprise
Continuity Risk I Risk Management & ng rsiaht Legal
Management Management 9 Management Khushbu 9 Management
. Paul Jeffrey .
Roberta Chris Proctor John Pratap Wheatman Jie Zhang

Witty Ambrose Wheeler

Market Guide for GRC Software Platforms
John Wheeler

Graphical representation of the results of
market research BI&A, AA, GRC software
platforms - Magic Quadrant and Chartis
RiskTech Quadrant

>
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The research of changes of the <%
company position over time
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The analysis of the reports shows:

* none of the vendors did not have a
complete or ideal solution to manage of
economic security , which would be fitted
to the banking sector

» the sum of the occupied seats In the
markets BI&A Platforms and AA Platforms
are leading such companies as SAS, SAP,
Alterux.

= companies SAS and SAP also held a high
place In the Magic Quadrant and Chartis
RiskTech Quadrant for GRC technologies

<

-
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The management of economic securilﬁz~>
should be considered as a cybernetic system
and to take into account the dual nature of risk:
risk as the chance and risk as the hazard.

In the economic security management
system proposed used technology of expert-
analytical situational centers and GRC
technology to support real-time decisions and
automate continuous monitoring, auditing and
risk management in the presence of limitations.

The proposed use of the results of market
research It solutions from leading companies
allow to select the necessary software tools for
the system of economic security management.



Thank Your for attention! <

Vyacheslav Chaplyha,
Volodymyr Chaplyha

Banking University,
Lviv Institute
4vyach@gmail.com

ML
LVIV



